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1. INTRODUCTION AND RESEARCH
MOTIVATION

Two recent events have alerted American policy-
makers at all levels of government to refocus their
efforts on grid security. First, the December 2015
and 2016 successful cyberattacks on Ukraine’s
electric infrastructure represented a “wake-up-call”
for policymakers, industry insiders, and the popula-
tion at large (Mission Support Center 2016, Trabish
2017). Another warning came in the summer 2017
during an attempted cyberattack on a petrochemical
plant in Saudi Arabia. This attack, although foiled
due to an error in the code, could have led to a com-
plete takeover of the plant by the attackers, includ-
ing the possibility of the release of toxic gases
(Giles, 2019). However, preventing cyberattacks
is expensive, and while the events themselves are
rare, they are extremely disruptive to the economy.
A 2015 Lloyd’s white paper (Lloyd’s, 2015) sug-
gests that an ‘Erebos’ malware attack on the eastern
US grid could have a $243 billion impact; even if
some power was restored within 24 hours, many
places would be without power for several weeks.

2. POLICY OPTIONS

What policy options exist to protect the Texas
power grid? Texas has a unique regulatory struc-
ture which includes the Public Utility Commission
of Texas (PUCT) and the Electric Reliability Coun-
cil of Texas (ERCOT). Additionally, ERCOT
must abide by NERC Critical Infrastructure Protec-
tion (CIP) standards. Electricity generation, trans-
mission, distribution, and delivery in the United
States is regulated at federal, state, and local levels
of government. Both FERC, as the government
“side”, and NERC, as the industry “side”, work to
oversee the regional transmission organizations
(RTOs) as they work to ensure reliability on the is-
sue of cybersecurity. Therefore, while there may be
differences between the RTOs, they all are sup-
posed to abide by the CIP standards.

3. ISSUES WITH NERC CIP COMPLI-
ANCE

CIP standards force compliance, but not neces-
sarily enhanced security or reliability (Miller inter-
view, 2017). There is a disconnect between the goal
of energy policies and regulations and how they are
being implemented by the industry. In 2009, a

self-certification survey performed by NERC found
that less than one-third of generation owners be-
lieved they had a critical asset which required fol-
lowing CIP standards (Hegrat and Case, 2010). Ad-
ditionally, not all utilities are subject to CIP stand-
ards. Any utility that generates or transmits less
than 300 MW of electricity is exempt from the re-
quirements. This is about 84% of all Texas utility
companies. This wvulnerability and compliance
loophole with cybersecurity standards should be ad-
dressed and closed. Some utilities are better
equipped to handle the additional requirements
while others are not. In general, industry tries to
minimize costs while also ensuring a well-defended
system that complies with all applicable laws. A
2013 Brookings Institute argues for federal offering
tax incentives and subsidies to create compliance.

4. STATE APPROACHES TO CYBER-
SECURITY IN THE POWER GRID

Since cyberattacks are such high impact, low
probability events, the federal and state govern-
ments have a difficult time in knowing the best
methods to detect and defeat them and often do not
prepare for them (Flynn 2007) . Cohen and Nuss-
baum (2018) studied three different approaches to
cybersecurity in Arizona, New Jersey, and Wash-
ington and compared them to gather insights into
best practices. Arizona’s “community approach”
leverages relevant public-private partnerships to
keep each other abreast of any cybersecurity issues
or development opportunities. New Jersey’s “bu-
reaucratic superstructure” used the public sector as
a centralized organizer from which decisions are
handed down to utility companies. Lastly, the
Washington “multidisciplinary” approach melds
the public sector organizational structure of the
New Jersey model with the private-public trust
model of Arizona to create, in their view, a mature
model of how cybersecurity issues ought to be han-
dled. The Texas approach is more akin to the Ari-
zona model than the other two, but it is possible that
given ERCOT’s independence, the centralizing as-
pect of cyber coordination as found in the Washing-
ton model is still possible; however, those functions
would be carried out by ERCOT and not the state
of Texas.

5. HOW TEXAS CAN LEAD THE WAY
A. ERCOT



ERCOT is the only Independent System Operator
(ISO) that is not directly regulated by the federal
government. As the sole RTO for the Texas Inter-
connection, it is independent of all the other grids
and interconnections, with only two ties to the East-
ern Interconnection and one to the Western Inter-
connection. While states have authority to regu-
late the distribution and sale of power within their
borders, the independence of the ERCOT connec-
tion means that the Texas legislature has more pre-
rogative than other states in regulating the genera-
tion and transmission of power. This is done
through the PUCT, which is responsible for both the
generation/transmission and the consumption side
for the entire state, not just ERCOT. Texas is
uniquely placed among the states as a laboratory to
experiment and improve the standards at the supply
and demand levels.

6. POTENTIAL SOLUTIONS

A Kkey insight into the fundamental weakness of
the current approach is that the successful attacks
witnessed to date have been on the distribution sys-
tems, and not the generation systems (Mission Con-
trol Center 2016). CIP standards focus on
protecting generation and transmission assets.
However, a cyber-attacker may still cause signifi-
cant damages by targeting distribution utilities.

Two tactics can strengthen the grid: a centraliza-
tion of communication at the state regulatory level,
and increased flexibility to effectively deal with
problems at the individual utility level. Texas
could adopt the Washington model to create a bu-
reaucratic hierarchy within the regulatory agencies
to centralize command and communication opera-
tions. This way, the state agency could be quickly
notified of any problems at the individual level. The
existing Texas “public-private” partnerships could
be augmented with ERCOT and the PUCT provid-
ing best practices and a clearinghouse for commu-
nications.

Second, three things could be done to harden the
electricity infrastructure in Texas: 1) Establish a
grant program for CIP compliance specifically
aimed at municipalities and cooperatives. Grants
can be used to enforce standards; continued funding
could be conditional upon meeting the guidelines
ERCOT sets. This funding mechanism could give
utilities the “nudge” they need to incorporate CIP
standards over their objections. 2) Streamline the
auditing process to set one “high water mark™ for
meeting standards. There are different standards
assigned to different pieces of equipment. If most,
if not all, equipment is held to the same CIP stand-
ard, then utilities would be able to easier handle
compliance, and, perhaps more importantly, regula-
tors could become more efficient at performing au-
dits and spot checks. 3) promote the role of grid

insurance companies. Insurance companies provide
a market-based solution to the negative externalities
cyberattacks. If insurance companies began to de-
mand CIP compliance as a precondition for cover-
age, utilities may respond favorably.

Disaster insurance is a common approach for busi-
nesses to mitigate risks of events they cannot con-
trol. However, typically insurers will not enter a
market unless they can appropriately price the risk.
We propose a public-private partnership whereby
ERCOT and/or the PUCT “war-game” the possibil-
ities of what different types of cyberattacks on var-
ious utility generation and transmission companies
would do to the companies’ infrastructure. This
data could in turn be shared with insurance and re-
insurance companies so they could model and
therefore price the risk. A current area where this
type of collaborative approach is working is in the
pricing of climate change insurance. The state of
Washington is working with insurance companies
to model and price the expected effects of natural
disasters strengthened by climate change (Wash-
ington Office of the Insurance Commissioner).

7. CONCLUSION

As global technological interconnectedness prolif-
erates, policymakers face increasing cyber threats
against their critical infrastructure systems. The de-
centralized nature of the US grid makes coordinated
responses to such an attack more difficult; however,
it also reduces the likelihood of a catastrophic event.
The state of Texas, along with the Public Utility
Commission and ERCOT, has an opportunity to
lead the way forward in grid preparedness due to its
relative independence from federal regulations.

Through leveraging its regulatory independence,
Texas can experiment with stronger security proto-
cols, as well as policy reforms, to make cybersecu-
rity adoption more robust across the electric grid.
Specifically, the Texas legislature can create a grant
fund, to be assigned through ERCOT and/or the
PUCT, for municipalities and cooperatives who
may be more hesitant to adopt the reforms. Also,
ERCOT and the PUCT can take the existing NERC
CIP standards and remove their more confusing as-
pects, thereby streamlining the compliance aspect.
Finally, they can ensure that utilities still unwilling
to adopt standards can implement more robust pro-
cedures for a quick transition away from a digital
operating process to a manual one in the case of an
attack, thereby removing the affected utility from
the remainder of the grid.
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